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Combinatorial algorithm of enumeration the failure states of

complex systems

Abstract. A method of enumeration failure states of complex electrical systems was developed as a combinatorial problem of forming the classes of

cross-sections. An example of the presented algorithm work is given

Streszczenie. Opracowano metode wyliczania stanéw awaryjnych ztozonych uktadéw elektrycznych jako kombinatorycznego problemu tworzenia
klas zbioréw krytycznych. Podano przyktad dziatania prezentowanego algorytmu. (Kombinatoryczny algorytm wyliczania stanéw awaryjnych

zfozonych systemoéw).
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Introduction

While considering different states of the system's
elements it is also necessary to consider different states for
the whole system, particularly, the failure states. It is natural
to suppose that each failure state contributes to the
resulting indices of the system reliability. This originates
typical combinatorial problems of the classification of failure
states into classes on the basis of their contribution to the
resulting indices of the system reliability and the problems
of enumeration of all representatives of these classes.

The formulation of the problem

Let L={E' : =1, 2, ..., n} be a set of system elements.
Each element of the system E can be in one of three states
E.. o € {N, R, S}, where Ey is an operating state (state of
normal work), Es is a state between the fault and switching
(before switching), Er is a repair state (after switching).
Transitions between states for one element are described
byEN—>Es—)ER—)EN—>... .

State of the system o is determined by state of each
element and can be described as a set cozm(L):{co(E') :
Elel, 1=1,2, ..., n} ={E'al tElel, oy e {N,R, S}, 1=1, 2, ...,

n}. Let us denote Q={w} the set of all system’s states;
Zen=Q, Zg~{E}, Zgcl(EeZg) are zones of influence of
elements E in different states (finding of the element E in
state S is equal to finding of the set of elements Zg, in state
R; finding of the element E in the state Er corresponds to
the removal of this element from the system, i.e.
consideration of the system L\E elements); T,=(UgreoE) U
(UeseoZes)cL the set of failing elements in state o;
R={r : rcL, |r|<3} is a set of assemblages of elements which
synchronous finding in state R leads to system failure. The
state o is a system failure state, if exist reR, such as rcTo,
or a operating state (state of successful work) otherwise.
Thus Q=QrUQy (QNQy = ), where Qr is a set of failure
states, Qu — set of operating states (states of successful
work). A failure state is a minimal-cut failure state (MC-
state) [1], if for all E,e® the translation of element E from
state Eg into state Ey, or from state Es into state Eg, returns
the system into operating state (state of successful work). It
is required to enumerate all the minimal-cut failure states
(MC-state).

The classification of cross-section on the basis of
minimal-cut failure states (MC-states)

Consideration of set Q(J)={o : JcL, VEeL\J=Enew} of
states of elements JcL. Lets each set of system elements
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be characterised by the set of states Q(J)=Q(I)\U) Q1)
and for any 1) Q(1)NQ(J)=J is true. The set JcL is a cross-
section, if MC(Q(J) }»J. The set of all cross-sections will be
denoted by R.

Let function v : L—L be a bijection. Determine

V(@) = y(o(L) = y({Ey . By E', 1) =
= W(E" ) W), w(E')} =
= {W(E Do WEDayse - WEN } = o(w(L) =1

the transformation of state o into state n. The cross-section
1,LJeR we will consider to be 6-equivalently (1=J(8)), if there
is a bijection yy; so as y(MC(Q(I))) = MC(Q(wi(l)) =
MC(Q(J)).

Consideration of the factorset of cross-section set
according to equivalently

RO = {[9]0} = {[3]0 : i=1, 2, ..., 15},

where J=J,=(I) are one-element cross-sections,
Ji=...=3=(1, K) - two-element cross-sections,
J=...=315=(l, K, O) — three-element cross-sections, gives us
the classification of cross-sections on the basis of MC-
states:

MC(Q(@J))) = {lr},

MC(Q(Jy)) = {ls},

MC(Q(J3)) = {IrKR},

MC(Q(J4)) = {IsKr},

MC(Q(Js)) = {IsKs},

MC(Q(Je)) = {IsKr, IrKs},

MC(Q(J,)) = {IrKrOr},

MC(Q(Js)) = {IsKrOr},

MC(Q(Jg)) = {IrKsOs},

MC(Q(J10)) = {IsKsOs},

MC(Q(J,1)) = {IsKrOgr, IrKsOr},
MC(Q(J;,)) = {IrKsOs, IsKgOs},
MC(Q(J13)) = {IsKrOr, IrKsOs},
MC(Q(J,4)) = {IsKrOg, IrKsOR, I1rRKrOs},
MC(Q(J;5)) = {IrKsOs, IsKgOs, IsKsOR}.

Thus, instead of enumeration of all MC-states we can
enumerate the assemblages of system elements, belonging
to the different classes of the equivalently. The advantages
of such a method are usage of subset of a system element
and decreasing of dimensions of the considered set,
because one subset of system elements can be
characterised by more than one MC-states. The presented
classification specifies the classification [2], in which both
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passive and active failures are considered. Proposed
algorithm of forming the classes of cross-sections.

Algorithm of forming the classes of cross-sections

Let us consider forming the classes of cross-sections on
the basis of sets R i Z|S (I € L). Suppose that {I, K} ={K, I},
(LK)y= (K1), (IL{K O} =(I,{0, K}), (I.{K, O}) = (K, {I, O}),
(I, {K, O} = (O, {1.K}).

Zy={l:1el,xeZjforallx e L.
In addition let us suppose that for all r € R set r does not

contain identical elements.

Mi={l(r e Qp): {l} eR};
My = {{I, K} (IRKgeQp) : {I, K} R, 12K, ¢ M,

K e M};

M; = {{I, K, O} (IKgOr € Qf) : {I,K,O} eR, 1#K, %0,
K#0, 1¢M, KegM, OegM, {ILK}¢Ms, {I,0}¢M,,
(K, O} ¢ Ms}.

On giving a system by a graph one-, two- and three-
element cuts of the graph could be taken instead of sets My,
Ms, My.

Q' ={l:xeM;,leZg;
Q7 ={1: (Y} e My, 1 € Z, "2}
QP ={l:{xy,2} eMs 1€ Zy mZy NZg};

My={l(lseQp):le Qle szU Q23, I ¢ Mi};
Q= {(LK) X, K} e M;, 1 e Zy, 1 £K};

D=0 K) Y, K} € My, | e 2y nZy, 1+ K

Qs = {(I.K) (IsKp € Q) : (I, K) € QUQ,%, | ¢ My, 1 ¢ M,
{LK} & M3}

Mg = {{I, K} (IsKg, IrKs € Q) : (I, K) € Qs and (K, I) € Qu};

My = {(I, K) (IsKg € Q) : (I, K) € Qqand (K, I) & Q4 };

Q52= HLK} Xy} eMs, 1 e Zy,Ke Zy, 1 #K};

Q"= (LK} (XY, 2} € My, | € ZynZy K e Z5, 1 K}

Ms = {{l. K} (IsKs € Qp) : {I, K} € Qs°UQs’, 1 ¢ My, | ¢ M,
Ke M, Keg M, {I,K} & My, (I, K) & Qq, (K, ) & Qu}.

The sets My, M4, Ms, Mg forming with some other
suppositions was considered in [3].

Qs = {(I, {K, O}) (IsKrOr € QF) : {X, K, O} e My, | € Z,,

I#K , 120, (I, K)e Qs leM, leM, {I,K}eMs, (I,
0) ¢ Qu {1, O} & M, {I. K, O} & Msj.

Let us clear up forming the set Q; (see class MC(Q(Jy)).
It is formed in such a way, that IsKgOr is a minimal-cut
failure state, IsKgOgr € QF, and states IsKg (Og — Oy), 1sOr
(Kr = Ky), 1rRKrOR (Is = Ir) € Qu (see changes in Fig.1). In
Fig.1. the circles corresponding to the failure states are
filled in, and the circles corresponding to the MC-states are
enlarged and signed. The circles corresponding to the
states of successful work and against which checks are
carried out are highlighted with a thick line and signed.

The states IgKsOr, IrKrOs, IgRKsOs could be as the
operating states so the failure states. That is why it requires
additional checks (see bellow) for to form class [Jg]0 from
set Qg. State IsKgOr € QF, this belonging is determined by
the way of forming the set Qg: {X, K, O} € M; (XgKrOr € QF),
leZy (IsKgOg € Qf); besides by checking I#K, 1#0

({1, K, O}| = 3) is protected (provided). To check that IsKzOr
is MC-state is quite complicated. Thus, checking IsKgr € Qu
is done in several steps: either IsKg (Or — Oy) is not
minimal-cut failure state ((I, K) ¢ Qq), or Is (Kr—>Ky) ...
(I 3 Mz), or IR (Is—)IR) (I QM]), or IRKR (IS_>IR)
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(LK} ¢ M;), or Ig (Kr—>Ky)... — has been already
checked, or Ki (Ig — Iy) ... — checked during forming the set
M,. Analogous checks are required for to determine
IsOr € Qy (additionally (I, O) ¢ Qq, {I, O} ¢ M, are checked) i
IrRKrORr € Qy (additionally {I, K, O} ¢ M, is checked). These
checks are determined by the states, to which it could be
transitioned from state 1sKzOr (see Fig.1), and known to this
step minimal-cut failure states (sets M;, M3, M5, M,, Q4, Ms).
Fig.2 illustrates two symmetrical cases. In practice, the
checks are similar, only they are applied to some
permutation (you need to change the order of the elements
during the checks).

[rKrOr E : E i IsKrOr
1sO0r E "é--—--i-—:‘; [iadass
[k '6:{.-5- --:6.,.-?- ;7 IsKr
O (ﬂi—:r(ﬂi—:—
: = I IiKr
KrOr I E ‘6‘“4_“6
A I
y

Fig.1. Forming the set Qs

L1

Fig.2. Symmetrical cases the set Qs

Qo = {(l, {K, O}) (IrKsOs € Q) = I, y, 2} € My, K € 2y,
OGZZ,IiK,I?to,Kio,K%Ml,Ksz,oeMl,osz,

{LK} & M, {I,0} ¢ M3, {K,O} ¢ M3, (K, 1) & Q4 (O, 1) & Qs
(03 K) 3 Q4’ (Ka O) 3 Q4, {Ia K’ O} & M7a {K’O} & MS,
(O,{1,K}) & Qs, (K,{1,0}) & Qs};

Ms = {(I, {K, 0}) : (I, {K, O}) € Qs, (I, {K, O}) ¢ Q,, (K, {l,
0}) € Qs, (O, {I, K}) ¢ Qs};

Mo = {(I, {K, O}) : (I, {K, O}) € Qo, (I, {K, O}) & Qs, (K, {l,
0}) € Qo, (O, {I, K}) ¢ Qo};

My = {{LLK, O} (IsKsOs € Q) : {X,y,2} € My, | € Z,,
KeZy, 0eZ, 1#K, 1%0,K#0, ¢ M;, 1 &M, KeM,
KegM,, OgM;, OgM,, {I,K} ¢ M3, {I,0} ¢ M3,
{Ka O} 3 M3= (|7 K) & Q4s (Ka I) & Q4s (Ia O) & Q4s (07 I) 3 Q4’
(K, O) & Q4’ (O, K) & Q4’ {I’ K} & MSa {L O} & M5,
{K, O} & Ms, {I,K, 0} ¢ My, (I, {K, O}) ¢ Qs, (K, {I,O}) & Qs,
O, {LK}) Qs  (I,{K O}) g Qo (K {l,O}) & Q,,
(O, {I,K}) ¢ Qo};

Mi1 = {({l, K}, O) : (I, {K, O}) € Qs and (K, {I, O}) € Qs
and (O, {I, K}) ¢ Qg};
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M12={({l, K}, O) : (I, {K, O}) € Qg and (K, {I, O}) € Qg and

Mi3= QsMQo;

M= {{l, K, O} : (I, {K, O}) € Qg and (K, {l, O}) € Qg and
(07 {I> K}) € Q8}7

Mis= {{l, K, O} : (I, {K, O}) € Qo and (K, {I, O}) € Qo and
(O, {1, K}) € Qo}.

On done suppositions in result we receive
M;=[J10,i=1,2,..,15.

Example

1. Initial given (sets R, Zgs): R={1}; Z,:={1} (simplified for
the sake of brevity, actually Z,={1,2}).

L={1,2}, Q={1nx2n, 1r2n, 1s2n, In2R, 1R2R, 1s2R, 1n2s, 1R2s,
1s2s}; Q(1)={In2n, 1r2n, 1s2n} Tion=Tion={1}, 1r2neQf,
Tinon=D, In2neQw, MC(Q(1))={1r}; Q(2)={In2n, In2r, In2s},
Tins={1,2}, 1n25€Qr, Tin={2}, In2r€Qu, MC(Q(2))={2s}. The
classes of cross-sections (sets Ji): J;=(1), J,=(2);
[3:16={3,}={1}, [3.16={J,}={2}.

2. R={{1, 2}}; Z5={1,2}. 3:=(1,2), J,=(3).

3. R={{1, 2}}; Z;={1}. 3,=(1,2), J4=(3, 2).

4. R={{1, 2}}; Zs=(1}, Zss={2}. 3:=(1,2), [34]6 ={(3, 2), (4,
1}, Js=(3, 4).

5. R={{1, 2}, {1, 4}, {2, 3}}; Zs={1}, Zss={2}. [35]0 ={(1, 2),
(1, 4), (2, 3)}, J¢=(3, 4).

6. R={{11, 12, 13}}; Z,={11,12,13}. J,=(1), J,=(11, 12,
13).

220/30/6 kV

5]

6 kV | | mds |

Fig.3. Fragment of electric system scheme

7. R={{1, 11, 12}}; Z,={11, 12}. J,=(2, 1), I,=(1, 11, 12).

8. R={{11, 12, 13}}; Z,={11}, Z={12, 13}. J=(2, 11),
Js=(2, 1), I=(11, 12, 13), Jg=(1, 12, 13).

9. R={{1, 12, 13}, {1, 2, 14}}; Z,,={12,13}, Z,={14}. J=(2,
1), [3,10 ={(1, 12, 13), (1, 2, 14)}.

10. R:{{11 21 3}}1 Z4s:{1}1 Z5S:{2}, Z()s:{s}' J7:(17 21 3)1
[‘]8]6 :{(6! 1! 2)! (5! 1v 3)! (4! 2! 3)}! ["]9]6 :{(3! 4! 5)! (2! 4: 6)1
(1,5, 6)}, J1=(4, 5, 6).

1. R={{1, 12, 13}, {11, 2, 13} Z,={11}, Z»={12},
Z;={13}. [J716 ={(1, 12, 13), (11, 2, 13)}, [Is]0 ={(3, 1, 12), (3,
11, 2)}, J11=(2, 1, 13), J3;.=(1, 2, 3).

12. R={{11, 2, 3}, {1, 12, 13}}; Z,={11}, Z,={12},
Z;={13}. [37]6 ={(11, 2, 3), (1, 12, 13)}, [I:]6 ={(3, 1, 12), (2,
1, 13)}, J1=(1, 2, 3).
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13. R={{11, 2, 3}, {1, 12, 13}, {1, 2, 13}}; Z,={11},
2,={12}, 2;={13}. [37]8 ={(11, 2, 3), (1, 12, 3), (1, 2, 13)},
-J14:(1, 2, 3)

14. R={{1, 12, 13}, {11, 12, 3}, {11, 2, 13}}; Z,:={11},
Z2,={12}, Z;={13}. [37]6 ={(1, 12, 13), (11, 12, 3), (11, 2, 13)},
[31110 ={(3, 1, 12), (2, 1, 13), (2, 3, 1)}, ;5=(2, 1, 3).

15. Fig.3 shows the fragment of a part of electric system
representing the circuit of the substation, the sets
R=Ms={{14, 13}, {8, 7}, {19, 18}, {6, 18}, {19, 5}, {6, 5},
{30, 29}, {8,13}, {19,7}, {6,7}, {30,5}, {14,7}, {8, 18},
{8, 5}, {6, 29}}; Zs = {18, 20, 28, 29}, Zs = {19, 20, 30, 31}, Z7
= {13, 18, 26}, Zs = {14, 19, 27}, Z13 = {7, 18, 26}, Z14 = {8,
19, 27}, Z1g = {5, 7, 13, 20, 26, 28, 29}, Z19 = {6, 8, 14, 20,
27, 30, 31}, Zy9 = {5, 18, 20, 28}, Z3, = {6, 19, 20, 31}.

List all minimal cross-sections (minimal-cut failure
states), where number of elements in states R n S does not
exceed quantity 2: Mz = {{20}}, M4 ={(26, 14), (27, 13),
(26, 8), (27, 7), (26, 19), (27, 18), (28, 19), (31, 18), (13, 6),
(26, 6), (28, 6), (14,5), (27,5), (31,5), (28, 30), (31, 29),
(30,7), (31,7), (28,8), (29, 8)}, Ms={{27, 26}, {14, 28},
{14, 29}, {27, 28}, {27,29}, {30, 13}, {30, 26}, {31, 13},
{31, 26}, {31,28}}, Me={{18, 14}, {19,13}, {29, 19},
{30, 18}}. An example of the operation of a computer
program for the formation of cross-sections is shown in
Fig. 4.

&? Cross-sections - 0
File  Help
R T R
14] 13 18] 20] 28] 28 E il ] 27 13 [s 27 2
8 7 19 #0l 30 A 4 | 26 14/ [z | 14 28
19 18 13 18] 26 G| 14 13 [a_| 27 7[5 | 14 29
6 18 14 18] 27 i | 8 704 | 26 8 [z | 27 28
19 & 7 18 26 I3 | 19 18 [4 | 27| 18/ [g | 27 23
6 & 8 19 o7 I3 | 6 18 [4 | 31 18 |[g 30 13
30 29 5 7 13 20 26 28 28 [3 | 19 5 [q3 | 25 13 [5_| 30 26
8 13 6 8 14 20| 27| 30 ¥ [3 | 6 5[4 | es 18 [5 | 31 13
197 5 18 20 28 G| 90 29 [4 | 13 5[5 | 31 2
5 7 6 19 20 31 i | o 13[4 | e & [ ] 3] 2
EI I3 [ 18] 7| |4 | 28] &
14 7 3 | 6 7 [4 | 14 5 [ ] 19 13
8 18 3 [ 30 5| [q | 27 5| [g [ 18] 14
I 3 | 14 7 [4 | 31 s [g | 30/ 18
5 29 3 | 8 18 [q4 | 31| 28 [g | 28] 19
I3 | 8 5[4 | 28 30
3 | 6 29 [4 | 30 7
4 | 31| 7
4| 28 &
a_| 23 8
= e = e (B &

Fig.4. Computer program for the formation of minimal cross-
sections (minimal-cut failure states) [J]0:i=2,3,4,5,6

Conclusions

The concept of a cross-section of a complex system is
introduced and a classification of sections is obtained based
on the contribution to the resulting reliability indicators.

Fifteen different classes of sections are identified in the
set of one-, two- and three-element sections, and a
combinatorial algorithm for the formation of these classes is
developed.

The presented model can be used to form failure states
of real electric power systems.
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