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Optimal Steganographic Method Based on Image Encryption

Abstract. The paper investigates an image encryption method for the implementation of steganographic information protection. This paper aims to
increase the volume of a secret message with fixed sized image. The proposed system represents an image in the form of a binary code. Each pixel
code consists of 24 bits, which encode blue, green and red colors. The resulting image code is encrypted using a key set of encrypt codes
generated by a pseudo-random number generator. The generation is based on cellular automata with active cells. As a result, the best bits in the
color bytes of each pixel have been identified. The method provides a high degree of encryption due to the fact that, in addition to encrypting the
selected bits of the pixel codes, the codes are changed due to the introduction of the bits of the secret message. The bits of the secret message
have a random order since the secret message is determined by its internal content. Each new message is different from other messages and is
additionally encrypted. This makes it possible to use several encrypt keys in conceal a message in an image.

Streszczenie. W artykule oméwiono metode szyfrowania obrazu w celu realizacji steganograficznej ochrony informacji. Ten artykut ma na celu
zwiekszenie objetosci tajnej wiadomosci z obrazem o statym rozmiarze. Proponowany system przedstawia obraz w postaci kodu binarnego. Kazdy
kod piksela sktada sie z 24 bitéw, ktére kodujg kolory niebieski, zielony i czerwony. Wynikowy kod obrazu jest szyfrowany przy uzyciu zestawu
kluczy szyfrujgcych kodéw generowanych przez generator liczb pseudolosowych. Generacja oparta jest na automatach komérkowych z aktywnymi
komérkami. W rezultacie zidentyfikowano najlepsze bity w bajtach koloru kazdego piksela. Metoda zapewnia wysoki stopieni szyfrowania dzigki
temu, ze oprécz szyfrowania wybranych bitdbw kodoéw pikselowych, kody ulegajg zmianie w wyniku wprowadzenia bitow tajnej wiadomoSci.
(Optymalna metoda steganograficzna oparta na szyfrowaniu obrazu)
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Introduction

Currently, events that are taking place are increasingly
presented in the form of images, which are then transmitted
as information to the recipient. This is due to the fact that a
person perceives graphic pictures better and faster. Also, a
large amount of information is contained in the image,
which must be transmitted using various communication
channels. However, there is a large number of images that
require confidentiality. These images require high protection
against unauthorized access by unauthorized users during
their transmission over digital channels. This is especially
true for the transmission of secret images over the Internet.
In this regard, there is a need for a secure way to exchange
confidential images. To implement this method, the most
acceptable is image encryption, that gains high popularity.
Nowadays, a large number of encryption methods have
been developed, which are widely covered in various
publications. [1-5].

For steganographic information protection, one of the
main tasks is to transfer the maximum amount of
information using a container of a fixed size. This can be
done by creating a container that allows embedding of a
large amount of information. If images are used as
containers, then a search is made for bits in which the
information bits are concealed. This approach solves the
problem. If the image is not prepared in advance, then a
method is used to concealed the bits independent of the
structure of the container image. Such methods usually use
bits that are inherent in its implementation and -are used for
different containers.

In this paper, a new algorithm for selecting the best
pixels of the image in a fixed container is developed. This
selection allows embedding a secret message in the
selected pixels a container. Among all the image
encryption methods, the most acceptable method is based
on the representation of the image as a sequence of bits.
The encryption of this sequence uses a key sequence of
bits [3, 5]. In this method, the encryption depends on the
pseudo-random number generator (PRNG) method. This
method forms a unique key bit sequence. One of the most
common used encryption methods are Fourier Transform [6
- 8] and the Wavelet Transform [9]. However, such methods
have problems when the used images is digitalized.

There is also a well-known method that uses scrambling
of rows and columns in order to encrypt an image [10]. The
used images are processed by XOR-function to obtain
encrypted images. This method can cause confusion when
choosing rows and columns, which can lead to false results.

Recently, the number of publications using chaos
systems is increased [5, 11-14]. However, such methods
are not secure because of the most common used
operations.
2D and 3D maps are often used to encrypt the image,
which give an effective result [15-19]. Such maps use
predefined shapes. Many publications image encryption by
DNA [20, 21]. This method has the advantage of difficult to
detect the encrypted images. There are many more
methods, such as Rubik's cube transformation [22], elliptic
curves [23], cellular automata [3, 24], neural networks [25],
etc. All described methods that are characterized by
complex algorithms have long computation time. However,
a completely secure method with reduced computational
time has not yet been proposed. Especially in present of
new hacking methods to encrypt images.

Choosing a Key set of encrypt codes for Image
Encryption

As mentioned earlier, the simplest and most reliable way
to encode images is to rely on binary codes for every pixel
in the image. In this case, it is necessary that the key bit
sequence has the properties of a pseudo-random.
To form the key range, PRNGs are used, which have a
number of requirements for their quality [26]. The main
requirement is the impossibility of repetition under unknown
initial conditions and states. Most often, images are
encrypted with mathematical PRNGs [26]. However, such
PRNGs do not provide high protection. It will be easily
detected. Linear Feedback Shift Register (LSFR)
generators also do not provide high quality encryption [26].
High quality is shown by PRNGs implemented on the basis
of cellular automata (CA) [26- 28].The work proposes to use
PRNG based on CA with active cells [26-28]. Recent
studies have shown high quality PRNGs is based on CA
with three active cells [28]. In such PRNGs, the initial two
active cells form the third active cell during functioning. All
three cells form bit sequences that can be used as key
sequences.
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Studies carried out in works [28, 29] have shown that
the bit sequences formed by the third active cell, as well as
common sequences as the bitwise XOR function of the bit
sequences of active cells, are of high quality. Graphic and
static tests showed high quality of such PRNGs [28, 29].
Thus, this work uses key sequences formed by the third
active cell. The logical function of transitions for the first
active cell selects the active cell at the next odd time step
as the main zero cell in the neighborhood of the active cell.

The logical transition function for the second active cell
selects the active cell at the next even step as the main unit
cell in the neighborhood of the active cell. The logical
function of transitions for the third active cell selects the
active cell at the next time step using the binary code of the
first two generated cells in the neighborhood of the active
cell. Bit sequences is formed and it consisted of 240000 bits
or more.To encrypt the text that is concealed in encrypted
images, PRNGs are used. The PRNGs are implemented
based on hybrid CAs with heterogeneous cells. These
PRNGs are well described in [26, 28, 29]. They have shown
a high quality of functioning.

Image encryption method

The image encryption method uses a set of codes that
encode the color and brightness of each pixel. The pixel
code consists of three parts (3 bytes). The first high-order
byte of the code presents the blue color and its shades; the
second and third bytes of the code presents the green and
red colors and their shades, respectively. The general code
of an image is represented as a bit sequence, which
consists of 24 bit for each pixel. This forms the image matrix
which is ordered based on the image contents from left to
right and from top to bottom.

If the image is 100x100 pixels, then the constructed bit
sequence has 240000 bits. In order to encrypt the image, a
key set of encrypt codes of the same length is used. Such a
key set of codes is generated using the PRNG described in
previous section. The block diagram of developed
methodology is shown in Fig.1.

Pseudo Random Key EncryptSet (0101010111100010101011)

Number Generator
(PRNG)

Modulo 2 Code
(XOR)

Binary Image Code

Image Code (011100017710 1070 ITINN0E .

Fig.1. The developed methodology.

At the output of PRNG, a binary code with pseudo-
random properties is formed. This code is hard to predict
(hack). An image is composed of a matrix of pixels. The
color and luminance of each pixel is supplied with a 24 bit
binary code. The first 8 bits are encoded blue, 8 bits of the
second encoded green, the third 8-bit coded red color. If all
the codes of pixels lined up in a straight line, the resulted
code for this image is for instance.

01101010 10111010 00010110 10101010
OO0 10101010 10111101

For example, if the PRNG generated the following bit
sequence (01000111010101010110100010101101) and
the image consists of initial image code,

01101010 10111010 FORGEGEGI00010110

then the code of the encrypted image will be after the
execution of the XOR function.

00101101 11101111 OO0 10111011

From this example, the codes of the first pixel are different
after encryption. These codes are underlined. Likewise, the
codes for all pixels will be changed after the key set of
encrypt codes is applied. If the most three significant bits
for each color is used, then only the most significant two will
be encrypted. In this example, the resulted sequence is:

01101010 141 11010 FIGEIGEGI101 10110

Encrypted bits are in bold. All other bits are the same as in
the original image.

With the help of the generated set of encrypt codes, it is
possible to completely encrypt the entire bit sequence
describing the image. Fig. 2 shows an initial image with a
size of 100 x 100 pixels and the same image with the 50 top
rows of the matrix encrypted using the key bit sequence
formed by the third active cell.

Image with 50

Initial Image

Encryption
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Fig.2. An example of encryption of the image code forming the first
top 50 rows of the matrix.

This example shows high quality distribution of colors in
the resulted image. This distribution makes it impossible to
determine the original image. Fig. 3 shows distribution
histograms of pixel codes of an encrypted images.
Histograms are shown for each color. 5000 number are
used for a 100x50 part of an image. Histograms show a
good quality distribution for numbers between 5000 and
15000. This proves that the developed approach is suitable
for encrypting images.

Experiments and Results

To conceal a text within image pixels, it is necessary to
select a group of bits in the code to be used in encryption.
Changing the states of selected bits should not affect the
change of the concealed text in the remaining pixels. In Fig.
4, shows an example of image encryption based on the red
bytes of each pixel. Top 50 lines of an image matrix are
only encrypted.
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Fig.3. Distribution Histograms of pixel code for an encrypted image.

Image with 50 encryptt

Initial Image lines. Only red bytes.

Encryption

v

Fig.4. An example of image encryption based on the red bytes of
each pixel.

The example shown in Fig. 4 is not reliable encryption. It
is easily notable because the changes in brightness is clear.
Weak encryption is resulted from using a poor-quality key
set of encrypt codes. Fig. 5 shows the top 50 rows of an
image are encrypted using a key set of encrypt code with
values equals ones

Image with 50 encrypted

Initial Image lines.

Encryption

Fig.5. An example of image encryption based on all bytes of the
code of each pixel.

The two and three most significant bits are the best
pixels for reliable image encryption. It is shown in Fig. 6.

Image with 50 encrypted

Initial Image lines.

Encryption

v

. - f - > ’
Fig.6. An example of image encryption using the two most
significant bits of each color pixel.

This approach provides high quality encryption and
preserves the six least significant bits of the color bytes.
Bits of text can be concealed in these bytes with or without
additional encryption. The results of encryption with
concealed text is shown in Fig. 7.

Image with 50 encrypted

Initial Image |

Encryption

All zero bitsare embedded

Al 1 bits are embedded

Various bits are embedded
(010111010 ...)

: o
Fig.7. The results of encryption of the two most significant bits of

the color bytes with concealed text.

Text in 0 and 1 bits
are embedded

Text in Oth bit are
embedded

Textin 0, 1 and 2 bits
are embedded

Y B

Textin0,1,2and 3
bits are embedded

]

Textin0,1,2,3and 4
bits are embedded

Fig.8. The results of encrypting most significant bits of the color
bytes of an image.
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As shown in Fig. 8 there are differences in color
distribution. However, the encryption quality remains high.
More reliable is encryption at the levels of the three most
significant bits of each color byte. At the same time, the
amount of concealed text is reduced. Examples of

encrypting one or more of the most significant bits of each
color byte of a pixel are shown in Fig. 7.

Fig. 9 and Fig. 10 shows another example of encrypted
images.

Fig.10. Encrypted Roman Theatre |mage

Distribution Histograms of the numbers used in
encrypting the most three significant bits of each color byte
of the pixel code is shown Fig 11.

red (3 bits embedded)

i

" NRRYNRSRIBGEAARSAGSRARAARARARAR
green (3 bits embedded)

W

"o nNmYenERdBnSIIRASASEREARERAREE
blue (3 bits embedded)

A

S RNRIeLURABRENNAEYIEEREERERNATE
total (3 bits embedded)

H“"“"’GW'""EFE:I:::::&EEE&EE '”'"3
Fig.11. Distribution Histograms of the numbers used in encrypting
the most three significant bits of each color byte of the pixel code.
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Fig. 11 does not include distribution histograms of the
numbers for the 1! and 2" least significant bits. Using this
approach, 12 bits of a secret message can be concealed in
the code of one pixel. The resulting histograms indicate
high quality encrypted images.

Conclusion

This paper considers the application of the PRNG-based
image encryption method built based on a cellular automata
with three active cells. Such PRNGs give high quality
pseudo-random bit sequences. With this encryption, the
best bits in the image pixel code were determined, which
are then encrypted. These bits are the three most
significant bits in each color byte of the pixel code. Thus, in
each pixel code, only nine bits are encrypted, and a text can
be concealed in the remaining bits. Based on the developed
approach, it is possible, along with image encryption, to
conceal a large amount of information. The developed
method can be used to encrypt certain areas of the image
(faces, numbers, etc.).
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