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A Dynamic Self-healing Key Management Scheme For Wireless

Sensor Networks Based on EBS

Abstract. A self-healing mechanism in key management is an important means for large-scale clustering wireless sensor networks that enable non-
revoked nodes use their private information and the received broadcast messages to recover the lost session keys on their own. In this paper, we
propose a dynamic self-healing key management scheme for large-scale clustering wireless sensor networks that is based on Exclusion Basis
System (EBS). We use forward and backward key chains to form cluster session key chain for self-healing, take t-degree polynomial keys to replace
the original keys used in EBS. The analysis shows that the proposed scheme has the properties of forward and backward secrecy and resisting to a
collusion attack, which is suitable for resource-constrained wireless sensor networks

Streszczenie. W artykule zaproponowano schemat samo-naprawialnego dynamicznego zarzadzania kluczami w sieci czujnikéw bezprzewodowych
o duzej skali klasterow, oparty na metodzie wykluczenn EBS. Dzieki wykorzystaniu fancuchéw klucza w przéd i wstecznych uzyskano samo-
naprawialno$¢, natomiast oryginalne klucze w EBS zastgpiono kluczami wielomianowymi stopnia t. Analiza dziatania wykazata skuteczno$c¢
opisanego schematu w obronie przed atakami. (Schemat samo-naprawialnego dynamicznego zarzadzania kluczami, oparty na metodzie
wykluczen EBS, w zastosowaniu do sieci czujnikéw bezprzewodowych).
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Stowa kluczowe: sie¢ czujnikdw bezprzewodowych, dynamiczne zarzadzanie kluczem, samo-naprawialno$¢, metoda wykluczen EBS.

Introduction

Recently, as one of the core technologies of the Internet
of Things, wireless sensor networks (WSNSs) is attracting
more and more research interests because of its wide
applications such as military operations, scientific
explorations and so on. Among all security issues in WSNs,
key management is a fundamental security issue for
wireless sensor networks. Staddon et al. first proposed self-
healing key distribution schemes with revocation capability
in WSNs in 2002 [1]. Blundo et al. analyzed Staddon’s
schemes and showed that an adversary could though just
broadcast messages to recover the group session key
which proved that [1] is not safe [2]. Later on many self-
healing key distribution schemes [3-9] based on [1] are
proposed, Liu et al. in 2003 proposed a novel method by
combining the personal secret key distribution scheme with
the self-healing technique to improve the scheme in [1].
Dutta et al. proposed a self-healing group key distribution
scheme based on one-way key chain [6].

Background
Randomly select key seeds KF, KB, one-way hash

function H(-), H;(-), d numbers 6,,0,,...,04. Then we can
get the corresponding forward key chain
{KF,,KF,,...,KF4} for d sessions through

KF, =H(KF,,6,)=...=H?(KF,5,) = H ' (KF,,5))
( 1<j<d ). For session 1,
KF =H(KF,,5,) , the backward key
KB’ = H(KB,,5,) , and the backward key chain is
(KB} . For session 2, the
KF, =H(KF,d,) , the
KB;:H(KBl,é‘Z), and the backward key chain is
{KBY,KB,} . For session j (1< j<d), the forward key is
KF; =H(KF,,6;) , the backward key
KB?zH(KBH,éj), then the backward key chain is
{KBJ,KB|,...,KB/"} j=12,..d where
KB; =KB/" =H,(KB/?)=..=H}"(KB]). Let n, k and m

the forward key is
seed is

forward key is

backward key seed s

seed is

be positive integers, such that k>1,n>m. An Exclusion Basis
System of dimension (n, k, m), denoted by EBS(n,k,m), is a
collection T" of subsets of [1,n]={L,2,...,n} such that for
every integer t €[1,n] the following two properties hold: (1)
tis in at most k subsets of I", and (2) There are exactly m
subsets, say A1, A2,..., Am, in [ such that
TA={2,...,n}—{t} . (That is, each element t is
excluded by a union of exactly m subsets in [".) We
take the EBS (n, k, m) described above as a wireless
sensor network dynamic key management method, n is the
number of nodes, k is the number of administrative keys
and m is the number of rekeying messages. A set of (k+m)
administrative keys is used to support a set of n nodes, and
each node is assigned a distinct combination of k keys. A
node can be simply admitted to the group by assigning one
of the unused set of k keys out of the total of C(k+m,k),
i.e., (k+m)!/(k!m!) | distinct combinations. At system

initialization, the system select key seeds KF, KB,, on-way
hash functions H() , Hy() and H,(), and d numbers
0,,0,,..04
numbers &,,Q,,...,Q4 € Fq for each session, then generate

the forward key {KF,KF,,...,KF,} and the
corresponding d backward key chains
{KB{,KBj,...KB/"} (1< j<d) as described above. After

strict registration and authentication, each sensor node N,

randomly. Then system randomly chooses

chain

within cluster will be assigned its unique 1d , , forward hash

function H(-) and one-way hash function H,(-) which used

for updating. And each node will be allocated a key-buffer of
length L (kb[L],...,kb[1]), and two key-slots. Cluster head
node chooses two polynomials of degree t at random

f(x):ZL f,x' and s(x) :Z;sixi , which is based on
(t+Ln) threshold secret sharing technique[16]. Then
cluster head node randomly generates a number of k+m
polynomial administrative keys f,(X) :2:20 fixi ,n=12,...

,k+m  and distributes unused set of k polynomial keys out
of the total of C(k+m,k) to each sensor node within cluster
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according to a pre-generated random EBS matrix.
Meanwhile, the cluster head node will broadcast
By, ={LIKF, [KBy_ i [Sq(@)]...|S.5(8) [, ]...| 6.} .Sens

or node N, receive and decrypt BNa to get

L, KR, KB, ., S,(a), S ;@),6,,0,,..,6, . Then N,
calculates CK;=KF;+KB, ;, ( I1<j<L+2 ), stores
{CK_,,,.-.CK;} and {CK,,CK,} in the key-buffer and key-
slots, respectively. CK, is used for the present cluster
session key, Assume that N ={N,N,,...,N } is the set of
all active sensor nodes for j-th session, where p is the
tp} be

the set of all active users’secret values in j-th session. In
session j, cluster head node generates a masking key

sequence {G|.G;...G/".G/} where G;=KB; ,, ®¢

d-j+1

number of active user in session j. Let T= {'[l 1 PR

(j=L2,...,d; i=12,.,]), then broadcasts the following
message:
B, ={Zj(0=A[(0G] +5, (0} {Eyg  (6),Eg (),

EKBd’jle CAYE i=12,..,j, where S| is a randomly

number to mask G|, S{/T; T =f{t,t,,.t}  and
A0 =1-S]x-TO[ T, x~t, - When N, N ={N.N,....
N,} receives the jth broadcast message Bj, N, can

evaluate A}(x)zl by using its secret value ti. For any

revoked user, however, the A}(x) is a random value.

Assume Suppose that sensor node Na joins in the cluster in

session /, and not revoked in session j (1<1< j), then it
can recover the cluster session key CKJ. from the broadcast

message B, as follows: 1) N, computes

Gl =Z!(t,)—s(t,) where Ai(t,)=1;
KB;, Wm=G®a, ; 3) N,
{KBd J+1>KB(I1+11+1’

function H(,), then get KB, ;, =KB/} "\, =H"(KB,,,))-
Meanwhile, N, calculates the forward key KFJ. =HI- 1(KFO)

2) N, evaluates

computes all the future

KBdJ J+1} through the one-way hash

by using the preloaded key seed KF, and one-way hash

function H() . Thus, the cluster

CK, =KF, +KB,_,,,

{ KB" (5) EKB'» ( |+l) EAARRS KB“
corresponding keys (KB,

gets session key
for j-th session; 4) N, can decrypt

()} by
KBJ ) thus getting

using the

KB i+l

d—j+12°">

the corresponding self-healing keys 10,015 51}. If N,
B.

KByja from !

d—j+1>

has already obtained , he can recover all

KB, .
the session keys Ba-r (J <l< J) with d-i+l and the
self-healing keys 101,011-0} .The cluster head node
broadcasts update packets

Bj ={ f (X)} U{Zj(x) = Aj (X)Gj + S'(X)} U{EKB;{_“ (51 ),

By, (OB, O] 0=

Z::o fi‘xI S’(X):z::osivxi fil = Hl(f|) Sil = Hl(si)_ EaCh nOde
receives and decrypts the packet, calculates ) to

replace the original f (%) , thus completing the administrative
key update. Also, each node can decrypt the packet and

CK, =KF, +KB

calculate to get d-i+l like described above.

CK;
And } will be put in the key-buffer and switches the
active-key. According to EBS, we need to update all k

P12,k Py il

administrative keys E , o k+mj

that N; owns. So the cluster head node broadcasts m data

Us Py ! P, ' Py '
packets E* (E, (fpl)’Ei (fpz))""’Ei (fpk) ,
S=1,2,...,m’{q1,q2,
...... Ot €12, KM =D Py B ithin the

f - . .
cluster, Pi is the new administrative key, that is generated

by using the one-way hash function Hl(’). We build our
quantitative analysis of the proposed scheme's performance
according to steady-state distributions of 2-dimensional

o p B. p B.
Markov chain in [17]. Let PL=Pr{ ! islost}, FF=Pr{ "}

B.
authentication fails | ! is received} and Ps - 1-PL_Pe
Also, let p(. 1) denote the steady-state probability of state

@, J), and pS(k)’the probability that there were exactly k

empty slots. Then, we can get
P, (K)=(p_+ Pe)" - p(0,0) k=0,...d ,
p(0,0) _ 1Pt Pe)

1=+ P)™  Assume that EN™) is the expected
number of hash computations per updating, when there are
k empty slots in key-buffer, we have

E(N™) =Y (k+)(1= p)(P, + Pe)* P(0,0)+(d +1)-(p,

+ pF) ’ p(0,0)_ The overhead of communication between
the cluster head node and the sensor nodes is mainly about

two parts: the cost of init key Ciit and the cost of update key

C

udate \\e take n is the ratio of the communication cost of

init key Ciit to that of update key C“Pda‘e, so we can get the
expected communication cost

Evn =N-[1/d+(P + P)® - POO)]+ (P + Pe) P(0.0)

Suppose that I is the set of the nodes revoked in and
before session j. For the broadcast message

B, ={Z;(x)=A;(X)G; S () UiE G (6B oy, (@ )}

mentioned above, and a node needs to obtaln the
corresponding self-healing key 5] which is randomly
chosen and an active node’s secret to get the j-th cluster
session key CK, =KF, +KB,_,,, - The corresponding self-
healing key O i is encrypted by the corresponding backward

session key KBd“ which gpi-

d—j+1

ij’l Do, But for any
revoked node N, € Rj, cannot calculate the masking keys
GjH, because A}(x) is a random value for NR. Moreover,

for any revoked node N €R; do not have aj. Therefore,
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the nodes in Rj cannot get the values of the self-healing
keys to obtain the future group session keys. Meanwhile,
f(x), S(x) are t-degree polynomial based on (t+1,n)
threshold secret sharing technique which need ¢t + 7 points to
recover. The above analysis shows that the proposed
scheme is forward secure. Suppose that U i is the set of

the nodes which join in session j + 1. For users in U joi can
only get the current backward session key KB o j to
compute CK, which is the last key in the cluster key chain

from the broadcast Bj+1' Thus users in U j1 can only get

1
the current self-healing key 5j+1 . Since one-way hash
function is irreversible, it is computationally infeasible for any

user in U .

i use KB(H and 5j+1 to compute the previous

cluster key CK; - Meanwhile, f(x), S(X) are t-degree

polynomial based on (t+1,n) threshold secret sharing
technique which need t + 1 points on the polynomial f(x)
to recover. f (X) is the result of f(x) after one-way hash

operation, since one-way hash function is irreversible, so it is
hard to recover the previous polynomial f(x). So nodes in

u

session key or administrative key. The above analysis
shows that the proposed scheme is backward secure.

j can not get any information about the previous cluster
Suppose that RJ- is the set of the nodes revoked in and
before session j1 +1,and U j, is the set of the nodes who
join from session J,. Assume that N € R; colludes with
N i, € U ,» they need the self-healing keys between 51-1

and §j2 to recover KB :Kij:'j+1 which could be

used to compute cK, ( j<j<j, ) For the equation
j — Al i
2 (X)=A(X)G;! +s; (X) from B, , U, needs the

; i b1
value of §; (X) to obtain Gj'. And N; can get Kg';

d—j+l

with Np 's secret «; .

{KBirl _,KBjZ*l 1} and {51_1’._.,5]2} . But they

d—j,+12°° d—j,+

Thus, N, and sz can get

cannot obtain S; (X) unless they can recover the secret

polynomial S(X) which based on (t+1,n) threshold secret
sharing technique. Therefore, they cannot recover the self-
healing keys between 51-1 and 51'2 . Thus they cannot get

=KB/!

the backward session keys KB d il to calculate

d—j+1
CK; without the corresponding self-healing keys. Therefore,

the proposed scheme can resist to the collusion attack. Fig.1
gives the relationship between the number of captured
nodes and the fraction of keys compromised.

&R

I

rummber of captared nodes

Fig. 1. Relationship between the number of captured nodes and the
fraction of keys compromised(m=>5)

Conclusion

We propose a dynamic key management scheme for
wireless sensor networks with the property of self-healing.
We take t-degree polynomial keys to replace the original
keys used in EBS, use forward and backward key chains
and broadcast polynomial key to achieve self-healing,
forward and backward secrecy and resisting to a collusion
attack. Meanwhile, this scheme has a small calculation and
communication overhead, which is efficient and secure for
resource-constrained wireless sensor networks.
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