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An immune based model for dynamic intrusion detection

Abstract. A new immune based model called AIBM for dynamic intrusion detection is proposed. AIBM uses a very small dynamic self set during the
self tolerance for immature detectors, resulting in a higher efficiency in generating new mature detectors than traditional computer immune systems
(CIS). Meanwhile, the self set can synchronize their variations with the real-network environment as time goes on, resulting in the dynamic evolution
of self set, mature and memory detectors, offering more self-adaptation, and having a lower error rate than traditional CIS models.

Streszczenie. Zaproponowano nowy model odpornosci do wykrywania dynamicznych witaman w systemach komputerowych. Uktad oferuje auto-
adaptacje i ma mniejsze btedy niz tradycyjne ukfady CIS. (Nowy model odpornosci do wykrywania dynamicznych wlaman w systemach

komputerowych)
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l. Introduction

Network security techniques [1-6] based on artificial
immune system (AIS) have the features of diversity, self-
adaptation and robustness, thus, they are considered a very
important research direction in network security [1,7].
However, there are two major defects in the present
computer immune systems (CIS) : One is that the self set is
very large in size. As the cost for mature detector training is
exponentially related to the size of self set [8], the efficiency
of the traditional CIS models is very low. The other
deficiency is that the definitions of self (normal network
behaviors) and nonself (abnormal network behaviors) allow
little change after they have been defined in many immune-
based models or methods for network intrusion detection
system(NIDS) [3,7,9], therefore, having few applications in
the real network environment.

In this paper, a new immune based model called AIBM
for dynamic intrusion detection is proposed. AIBM uses a
very small dynamic self set during the self tolerance for
immature detectors, resulting in a high efficiency in
generating new mature detectors. Meanwhile, the definition
of self and nonself in AIBM is dynamic. As time goes on,
AIBM can add new self elements into, or eliminate the
mutated ones from the self set, resulting in the dynamic
evolution of self set, mature and memory detectors, offering
more self-adaptation, and having a lower error rate than
traditional CIS models.

Il. Proposed Theoretical Model

Antigens (4g, Ag =D, D = {0, 1}, &) in our approach
are fixed-length binary strings extracted from the Internet
Protocol (IP) packets transferred in the network. Nonself
patterns (Nonself) represent IP packets from a computer
network attack, while self patterns (Self) are normal
sanctioned network service transactions and non-malicious
background clutter, such that Self U Nonself = Ag and Self N
Nonself = ®@. Let B denote the intrusion detector set given
by B ={<d,age,count >|d € D nage € N A count € N} ,
where d is the antibody (antibody gene), age is the age of
antibody d, count (affinity) is the number of antigens
matched by antibody d, and N is the set of natural numbers.
B contains two subsets: mature detector (7,) and memory
detector (M,), such that B = M,UT,, M, 7NT,=®. A mature
detector is a detector that is tolerant to self but not activated
by antigens. A memory detector evolves from a mature
detector matched enough antigens in its lifecycle.
Therefore,
T, ={x|xe BAVyeSelf An(<xd,y>¢ Match A xcount < )}

,and My, ={x|xeB, VyeSelf(<xd,y>¢&Matchnx.count> )},
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where f(>0) represents the activation threshold,
Match=4{<x,y>| x,yeD/\frim,,(x,y):l}, and f. .u(xy) is a r-

contiguous bits matching function [3]. Let I, denote the set
of immature detectors given
by I,={<d,age>|d € D,agec N} , which is used to
generating mature detectors.

For the convenience depicting the relationship of two
antigen elements in Ag, the relation Consanguinity in
Ag(including self & nonself elements) is introduced and
given by:

Consanguin ity ={< x,y >| x,y € Agn < x,y > Match} .

Given X c Ag , Vx,y €E X, <x,y>E Consanguinity , X is
called a consanguinity class generated by Consanguinity. If X
is a consanguinity class and there is no relation
Consanguinity between any element in 4g —X and the
element in X, then X'is called a maximal consanguinity class.

It is obvious that the relation Consanguinity is reflexive
and symmetrical, but not transitive. Let
< x,y >E Consanguinity , i.e., there is a relation Consanguinity
between two antigen elements x and y, then we know that x
and y have similar genes.

Suppose that each element in Ag is a point in a two-
dimensional space. For any x,y<EAg , if

<x,y >€ Consanguinity , then there is an edge between x

and y. Thus all elements in A4g can form a graph, which is
called consanguinity graph. For convenience, directed edges
are replaced by undirected ones and the closed curve from
a vertex to itself is ignored when drawing the consanguinity
graph.

According to the definition of maximal consanguinity class,
we have: an isolated point in the consanguinity graph is a
maximal consanguinity class; all points in a maximal
complete sub-graph form a maximal consanguinity class;
the two points of an edge, which is not in a maximal
complete sub-graph, also form a maximal consanguinity class.

As Fig. 1 shows, the maximal consanguinity classes are:
{b}. {a, c}, {a, h}. {c. e, fh. {c, d. 1, g}

Givenz ={4,4,,...,4,}, Ag = Ag, Ag, = Ag— UA], ,

1< j<i<n

and 7' = {Xf,Xi,...,XZ}, where 7' is the set of maximal

consanguinity classes in Agi,
A E{x|xEx |5 = maX(|Xti |} , e, A; is a maximal
1<tk

consanguinity class in Ag; , which has maximum elements.
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Ag = UAi , we call = the maximal consanguinity genealogy.

1<i<n
According to the definition of = , we have 4; ﬁAj =9,

where 1< j<i<n. The above description proves that the

maximal consanguinity genealogy in Ag is a partition of Ag.
Since all the elements in a maximal consanguinity class

have similar genes, therefore, we can use one element to

represent the whole set. Let A%“° =d(d € 4;) denote the

gene of 4, Given 7% ={45", 457" .. 45"} , we call

gene

T as the gene sequence of the maximal consanguinity

genealogy in Ag. It is obvious that A,-ge"e and 7 can be

regarded as the basic characteristics of 4; and Ag,
respectively.

gene

Fig. 1. Consanguinity graph.
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Fig. 2. The Framework of AIBM

Fig. 2 illustrates the framework of AIBM, where the new
immature detectors have to experience a self tolerance
period: the detectors will be eliminated if it matches any self
antigen (negative selection). The immature detectors that
survived in self tolerance period will evolve into mature
ones, there the mature detectors have a fixed lifecycle: the
detectors will be eliminated if they do not match enough
antigens or match self elements in their lifecycle; they will
be activated if they get enough antigens. However, the
activated detectors will be eliminated if they do not receive
costimulation, i.e., false positive error, there the detected
antigens are self elements. Meanwhile, the detectors will
evolve into memory ones with the help of costimulation,
there the detected antigens are sure nonself elements. The
memory detectors have an infinite lifecycle, and will be
activated as soon as they match an antigen. However, the
memory detectors will be eliminated if they match self
element, i.e., the false positive error happens.

In the process of intrusion detection, the antibody genes
of the activated mature detectors, i.e., new intrusions are

found, will be saved into Antibody Gene Library and used as
dominant inheritability genes, so it is possible that better
genes of a new antibody may be generated through some
evolutionary strategies (e.g., gene edit, genetic operator).

AIBM serves to classify an input set (4g) into self (4gs.)
and nonself (Agnonseif) by B within & steps. In each step, a
fixed amount of antigens are selected from Ag to form sAdg
for detection. The antigens classified into 4gg,, are used as
self elements for the self tolerance of immature detectors.
Since the Ags.ris dynamic, so does the self tolerance, thus,
two detectors may exist in the system simultaneously: one
is tolerant of a certain self element, but the other is not. This
problem is solved by co-stimulation.

A. Self Evolution

t=0
t mod 60=0

{X1,X0,5000X,, }

(1) Self (t)=4Self (t-1)
Self (t —1) U Self, 0, (1) —

Selfyariationt) = Self geaq ()
(2) Selfye (1) = 5" (Ag iy (1 = 1))
3) Self aion (1) = 1| x € Self (£ 1),
Ay € BEE=1) (Sopeot (09 = 2 A Fosimitaion (¥) = 0}
| Selfi =) +[Self,,(0)

t>0A t mod 6=0

¢ :
- ‘ Selﬁ)ariatiar(t) |S L
(4)  Self jpuq (6) =] {the |Selfye,, (0] -
| Self, yriarioft) | €arliest otherwise

elements in Self(t—1)},

Equation (1) simulates the dynamic evolution of self set,
where x; e D(i>1,i e N) is the initial self element defined

by the security administrator, Self, ..., iS the nonself set
(mutated self elements) newly defined by the security
administrator at time ¢. Self,., is the new self set collected

from the network in last period, where z5"“(Ag,(t-1))is

the gene sequence of the maximal consanguinity genealogy in
Agself (t-1) (the detected self elements) at time #-1. Instead
of the whole Ag,; only its gene sequence, which is typical
characters of A, is collected. As the size of gene
sequence of Ag,,, is much smaller than that of Ag,, itself,
thus, the size of Self will not be increased rapidly.

o6 (>0) is called the self evolution period. The self
evolution period § means that the self set evolves
periodically (5 ): the Self keeps stable in the period of &,
but will be changed after the end of evolution period &,
where the elements in Self, ..., Will be eliminated, and the
new self elements (Self,.,,) collected from the network in last
period and survived during the & steps detection, will be
supplemented. However, the earliest self elements (Selfy..q)
will be eliminated when the size of self set exceeds the
threshold L, thus, the size of self set will not be increased
unlimitedly, therefore, the self tolerance for immature
detectors can be carried out in a high efficient way (see
sec.D. Immune Tolerance , for detail).

JfeneeX)(VEB,xE Ag) is used to classify antigens as
either self or nonself: if x is matched and does not belong to
Self(t-1), then x is sure a nonself antigen, and 1 is returned;
if x is matched and belongs to Self(¢+-1), then x may be a
nonself antigen (needs co-stimulation), and 2 is returned;
however, if x is not matched, then x is sure a self antigen,
and 0 is returned. flouimuaion®)(xE Ag) simulates the co-
stimulation in a biological immune system. If x is a self
antigenv then f;rostin1ulation(x):1l else fc‘ostimulation(x):()! which is
usually a response from network-security administrator.
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B. Antibody Gene Library

[{dydy s di )
(5) Agd ([) - {Agd (t - 1) o Agd new (t) - Agd dead (t)

6) dgd o (0= | Jxa)

X €T cpone (1)

(7) Agdgeas= | Jtxa)
XEM joqq (1)

where d; € D(i =1,...,k) is the initial antibody gene, 4gd,,, is
the set of antibody genes of mature detectors which are
activated by antigens at time ¢ (i.e., some new intrusions
have been detected, save the corresponding antibody
genes, see section E. mature-detector evolution, for
details), and Agd,..q is the set of antibody genes of memory
detectors which match self antigens at time ¢ (i.e., a false-
positive error happens, see section F. memory-detector
evolution , for details). Agd,., is used as dominant
inheritability genes, so it is possible that better genes of a
new antibody may be generated through some evolutionary
strategies (e.g., gene edit, genetic operator). However, the
antibody genes, which are confirmed as wrong genes and
do not satisfy the requirement of the current network any
more, need to be deleted from the antibody-gene library.
The antibody-gene library Agd is used to generate
antibodies of immature detectors in a marrow model (see
section D. immune tolerance, for details).

t=0
t>1

C. Antigen Evolution

Self (0) 1=0
8)  Ag(t)=1Ag(t~1)~ Agyoneeyy(t) 1>0,1modS#0
Agpew(®) t>0,rmodd =0
Agm‘,el/ () ={x|xesdg(t-1),
9) Jy € Bt =D((fopeer (s X) =2 A

f;'ostimulation (x) = 0) Vv f‘check (y’ X) = 1)}
Ag(t) t=0,tmodo #0
Ag(t—1) t>0,fmodd =0
Where sdg(1) = Ag(1) , |sdg(t)| = n*|Ag(1)| . 120, sdg is
selected from Ag randomly in the proportion of # (detective
coefficient, 0<y=1). Ag,..;r IS the set of nonself antigens
detected by the detectors at time ¢, where Ag(0) = Self (0)
indicates that at this time the model is try to do the job of
self tolerance for the newly generated immature detectors
and produce new mature detectors (see Section D.
“Immune Tolerance”). Note, ¢ here is also called antigen
update period, indicating that 4g is replaced by the new
antigen set (4g,.,) every o steps. In each antigen update
period, the detected nonself antigens are deleted from Ag,

then, the remaining antigens in Ag are classified into self
elements (4gs.).

(10) Ag,, (1) = {

D. Immune Tolerance (Marrow Model)

XXy X t=0
Ay L= D525 X
[tolerance (t) - I maturation (t) UI new (t) t 2 1

Ligterance®) ={y | y.d =x.d,y.age = x.age+1,
xe(,t-1)—{x|xel,(t-1),

3 € Self t=1fy_on(5) =D}
maturatiion (t) = {X | xel

[new (t): {ylsyZV": yf}

(12)

(13) I
(14)

(), x.age > a}

tolerance
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Equation (11) simulates the lymphocyte growth in the
marrow, where x;=<d,0> (d e D,1<i<¢) is the initial

immature detector generated randomly. 7.4 is the set of
survived immature detectors in I,(t-1) after one step of
tolerance process. Immature detectors need undergo o (21,
tolerance period) steps of tolerance processes and then
evolve into mature ones. I,..,aion 1S the set of immature
detectors which have undergone o steps of tolerance
processes and evolved into mature ones at time ¢ I, is
the set of new immature detectors generated at time .

The generation of 1, is based on 4gd (shown in section
B. antibody gene library), where the key step is to generate
the antibodies of immature detectors. The newly generated
antibodies of immature detectors are usually composed of
two parts: some antibodies are generated randomly, the
others are derived from Agd, where the deriving methods
include gene edit, genetic algorithm, etc.

Our proposed marrow model is based on the dynamic
self tolerance, where the system can add new self elements
into and remove mutated ones from Seif(f) at any time. The
model has a good adaptive ability where the process of self
tolerance is dynamic. The newly added self antigens will
make the model generate new mature detectors which
tolerate those new self elements. However, the mature
detectors, which generated before these new self elements
added into Self(f), may not tolerant of these new self
elements. Thus, two different detectors may exist: one is
tolerant of a certain antigen, but the other is not.
Competition between these detectors is arbitrated by the
external system (co-stimulation, please refer to £, simuiation-

In a traditional CIS model, the procedure of training
immature detectors is to do a matching calculation for each
detector with all the self elements. As it is proved that the
cost for mature detector training is exponentially related to
the size of self set [8], thus, the efficiency of generating
mature detectors is very low. However, different from the
traditional CIS models, the self set is replaced by the gene
sequences of self, as the size of gene sequence of self set
is much smaller than that of self set itself, so the training
cost of AIBM for generating mature detectors is much lower
that trainditional CIS models.

E. Mature-Detector Evolution
t=0
(15) To=1.
b(t)u];m(t)—ljwm(t)—wad(t) t>1
T,(t)={y|yd=xd,y.age=xage+]l,

(17)
y.count = x.count,x € T, (t —1)}

P()={x| xeT (¢).3y € s4g(t-1),
(St Co ) = IV (oot (06 2) = 2 A . imtaion V) = 0)}

Equation (15) depicts the lifecycle of the mature
detectors. All mature detectors have a fixed lifecycle (). If a
mature detector matches enough antigens (>f) in its
lifecycle, it will evolve to a memory one (7,..n.). However,
the detectors will be killed and replaced by newly generated
mature detectors (7,.,) if they do not match enough
antigens in their lifecycle. T, is the set of detectors that
have not match enough antigens (<) in lifecycle A or
classified self antigens as nonself (i.e., false-positive error)

at time . 7, simulates that the mature detectors undergo

one step of evolution. 7, indicates that the mature

detectors are getting older. P depicts the set of mature
detectors whose antibodies match nonself antigens.

(18)
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T @) ={y| yd=xd,y.age=xage,ycount = x.count +1,
x € P(¢)}, which depicts the clone process of mature

detectors, which is simplified by just adding matching count
by 1. In the mature-detector lifecycle, the inefficient
detectors on classifying antigens are killed through the
process of clone selection. However, the efficient detectors
on classifying antigens will evolve to memory ones.
Therefore, similar antigens representing abnormal network
behaviors can be detected quickly when they intrude the
system again.

F. Memory-Detector Evolution

M, ()= ¢ t=0

ag) | MEDMOVT,, 0 ez
Mdead(t) = {x | xeMb(t—l),

(20) dye Ag(t - 1)(fcheck (x, Y, =2A fco.\'timulation (y) = 1)}

Equation (19) depicts the dynamic evolution of M,
where T,..., is the set of newly generated memory
detectors. A memory detector will be deleted if it matches a
known self antigen (M., i.€., false-positive error).

lll. Simulations and experimental Results

The experiment was carried out in the Laboratory of
Computer Network and Information Security at Sichuan
University. A total of 40 computers in a network were under
surveillanced. An antigen was defined as a fixed length
binary string (I=256) composed of the source/destination IP
address, port number, protocol type, IP flags, IP overall
packet length, TCP/UDP/ICMP fields, and etc. The task
aimed to detect network attacks. The size of self set is set
to 75 (L=75). The r-contiguous bits matching rule was used
to compute the affinity between antigens and antibodies
(r=8) [3,9]. The size of initial self set n is randomly set to 40,
and the number of newly generated immature detectors
¢=10. 100 IP packets were captured from network each
time, and, they were transformed into antigen format to be
processed by the detection system. The detective
coefficient # was randomly set at 0.8. The network was
attacked by 20 kinds of attacks, such as Syn Flood, Land,
Smurf, Teardrop, ..., etc, the proportion between self and
nonself packets was 9:1, i.e., there was one nonself packet
among 10 packets. The experimental results were
evaluated by TP rate (the true positive rate, the nonself
detection probability) and FP rate (the false positive rate,
the probability of the self antigens being detected by
mistake).
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0 0
0k % 3k 4% Sk o6k Tk Sk % 10k 0k % 3k 4 Sk 6k Tk S % 10k
Time Time

Fig. 3. The effect of activation threshold .

Fig. 3~6 illustrate the effect of the parameters of a, §, 1
and g, and, Fig. 7 shows a satisfied result obtained in the
experiments.

In contrast to the previous works on immune-based
models or methods for NIDS [3,6-9], whose definitions of
self and nonself allow little change after they have been
defined. However, our proposed method has a dynamic
evolution model for the definitions of self and nonself, and
thus, offers more self-adaptability. To test the effectiveness
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of our proposed model, the corresponding comparison
experiments were performed, with Exhaustive algorithm
[9,10], proposed by Forrest et al, selected as the opponent.
The Exhaustive algorithm is a typical one among the
algorithms used in the traditional CIS, which has a strong
impact on the design of CIS.
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Fig. 4. The effect of tolerance period a.
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Fig. 5. The effect of lifecycle A.
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Fig. 6. The effect of updating cycle 6.
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Fig. 7. The satisfied TP and FP, where a=0=50, =5, 2=40.

Fig. 8 illustrates the FP rates for both the Exhaustive
Algorithm and AIBM, where 40 of each 100 packets are self
antigens, and half of them are newly defined (e.g., another
20 ports are now opened to provide more services). Since
the Exhaustive Algorithm cannot alter the self elements
when the training phase has been completed, the detectors
generated by the algorithm will not be tolerant of the newly
defined self antigens, which is the reason why it has a
higher FP rate than AIBM.

0.6 —e— AIBM

—o— Exhaustive algorithm

L oA P P

0 ote N

04

FP rate

0.2

0 10 20 30 40

Time
Fig. 8. FP rates for both the Exhaustive algorithm and AIBM,

where 40 of each 100 packets are self antigens, and half of them
are newly defined.
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Fig. 9. TP rates for both the Exhaustive algorithm and AIBM, where
80 of each 100 packets are nonself antigens, and half of them are
new defined.

Fig. 9 illustrates the TP rates for both the Exhaustive
Algorithm and AIBM, where 80 of each 100 packets are
nonself antigens, and half of them were self antigens
before, but are nonself behaviors now. That is, 40 ports in
the system are now closed and do not provide any more
services. Since the Exhaustive Algorithm cannot deal with
mutated self antigens, it has a lower TP rate than AIBM.

—e— AIBM
—0O— Exhaustive algorithm

40 50 60 70 80
The size of self set
Fig. 10. The mature detector generating efficiency for both the
Exhaustive algorithm and AIBM, where the number of generated
mature detectors is fixed, e.g., 20.

Fig. 10 illustrates the mature detector generating
efficiency with different size of self set for both the
Exhaustive Algorithm and AIBM. In AIBM, the training set
for mature detectors is just only formed by the gene
sequences of self, which is much smaller than the orignal
self set itself. Thus, the number of self elements used in the
immune tolerance process is very small and will not exceed
a threshold L (see equation (1) and (4) for details). Thus the
time used to generate a fixed number of mature detectors is
stable. However, the Exhaustive Algorithm uses all self
elements to train the immature detectors. Therefore, it takes
much more time than AIBM to generate mature detectors
when the size of self set increases.

IV. Conclusion

In a real-network environment, the roles of self and
nonself may exchange at times, e.g., the network
administrator may open or close some ports to provide or
forbid some specified services (e.g., port 80 is opened or
closed to provide or forbid the WWW service), as a result,
some network activities, which were forbidden before, are
permitted now, and vice versa. Thus, a dynamic model for
the normal and malicious network activities is needed to
depict the evolution of self and nonself.
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However, almost all the reported immune based
intrusion detection systems use a static way for self
description, which lack self-adaptation and cannot fit to the
complicated networks, causing a higher false-negative and
false-positive rates. Moreover, the static self definition often
encounters an inevitable problem in the real-network
environment: the training cost of mature detectors is
exponential in the size of self set.

In this paper, a new immune-based model, which is
called AIBM, for dynamic intrusion detection is proposed. In
AIBM, a new method for naturally and dynamically defining
self is proposed. The self elements are collected naturally
from the network, meanwhile, the mutated self elements will
be eliminated. Therefore, the self set can synchronize their
variations with the real-network environment as time goes
on. And the concept of dynamic tolerance for immature
detectors is thus advanced.

As a result, AIBM can use a very small dynamic self set
during the self tolerance for immature detectors, resulting in
a high efficiency in generating new mature detectors and
having a lower error rate than traditional CIS models, thus,
the problem that the time cost for training mature detector is
exponential in the size of self set is avoided.

This work was supported by the National Natural
Science Foundation of China under Grant No. 60873246,
61173159, the Cultivation Fund of the Key Scientific and
Technical Innovation Project of Ministry of Education of
China under Grant No. 708075.

REFERENCES

[1] Klarreich E. Inspired by Immunity. Nature, vol. (415) (2002)
468-470

[2] B. Hanson. Sensing Worms, Science, 330(6011): 1589, 2010

[3] Li, T.: Computer Immunology. Publishing House of Electronics
Industry Beijing (2004).

[4] Albert R, Jeong H, Barabasi A L. Attack and error tolerance of
complex networks. Nature, vol. (406) (2002) 378-382.

[5] F.R. Chang. Is Your Computer Secure? Science, 325(5940):
550-551, 2009

[6] Perelson A S, Weisbuch G. Immunology for physicists. Rev
Mod Phys, 1997, 69(4):1219-1263

[71 L. N. De Castro and J. |. Timmis, Artificial Immune Systems as
a Novel Soft Computing Paradigm, Soft Computing Journal,
2003, 7(8): 526-544.

[8] D’haeseleer, P., Forrest, S., An immunological approach to
change detection: algorithm, analysis and implication, In: IEEE
Symposium on Research in Security and Privacy, Oakland,
CA, IEEE Computer Society Press, 1996, 110-119.

[9] Forrest S, Perelson A S. Self-nonself discrimination in a
computer. In Proc. IEEE Symposium on Security and Privacy,
Oakland (1994) 202-213.

[10] Timmis J, Bentley P J. Negative selection: how to generate
detectors. In Proc. of the 1st International Conf. on Atrtificial
Immune Systems, University of Kent at Canterbury (2002) 89-
98

Authors: Associate prof. Xiaojie Liu, School of Computer, Sichuan
University, P.R.China, No.24, South Section 1, Yi Huan Road,
610065, E-mail: liuxiaojie@scu.edu.cn.

PRZEGLAD ELEKTROTECHNICZNY (Electrical Review), ISSN 0033-2097, R. 88 NR 3b/2012




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


